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Thanks to

Normally, thanks to are always at the end of each paper,

but the people or organizations | benefited from while trying to make AES strong again
are more important than a simple proof of concept showing that it works, except on my
raw experimental test form.

https://www.bouncycastle.org/

https://www.schneier.com/

https://github.com/dotnet/

https://github.com/microsoft
https://qgit.lysator.liu.se/nettle/nettle (real easy to read c/c++ code)

Source code of available at github.com

source code of WinForm PermAgainCrypt is available at:
https://github.com/heinrichelsigan/PermAgainCrypt

isource code of secure chat is available at GitHub:
https://github.com/heinrichelsigan/chat-ipv6

WinForm PermAgainCrypt & Secure Chat Winx86/x64 client download

Go to https://carxs.eu/download/ and choose latest version.

Attention, version before March 2025 have a 3-fish over Aes-Engine encryption bug, because 3-fish
uses AES default block size and key length and Bouncy Castle Aes-Engine parameters. It works, but
settings AES default engine for 3-fish, isn’t so serious and please download version after March 30.

Thanks with best greetings

(Heinrich Elsigan)
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WinForm PermAgainCrypt
PermAgainCrypt Windows Form encrypts or decrypts an ASCII text or binary file:

EncryptFormSimple n

Main  Compression Encoding Hash Serialize 2

Enter you
secret key here 3 heinrich.elsigan@live.at Set Pipeline
BCrypt MD5 SCrypt sha2s6 -
® LETE o @) ZEE o @ Select here hashing method
O OpenBSDCryp () Shal (O shas12
hash 68656966 726963682e656C7 3696761 6e406c6976652e6174 Hash Pipe
Select here$ Fon- o1° = Ix
compression . S
- s into)
default: none BZip2
Gzip Symmetric cipher encrypeion i peine bin to ascii
Zi base64,
H [« sion’ . ”
file s .
o hexi8...
[Input File]
Encrypt Decrypt Random Text Clear Form
a a
v v
EncryptFormSimple n

Main Compression Encoding Hash GSerialize 7

a s x = You can use
ﬂ heinrich.elsigan@live.at Set Pipeline . either Set Pipelin

() BCrypt () MD5 () SCrypt () sha256 or Hash Pipe

() OpenBSDCryp () Shal O shas12 9 crxalean
— —_— R o g on,
6865696¢726063682656736067616¢406c6976652¢6174 Hash Pipe . pipeline

Y T s Y N 3
es ————— :

Files (drag file

Al
AesLight

AesNet Symmetric cipher encryption pipeline bin to ascii

[ Aria baseb4,
BlowFish \ ¢ uy, :
ﬁle Camellia 7 g o e
) CamelliaLight hex16...

Tt o

Dstu7624
Fish2

Fish3
Gost28147
Idea
MNoekeon
RC2

RC532
RC564
RC&
Rijndael
Seed
Serpent

Skiplack

SM4

Tea or manually add algorithms one by one to your
1::;1“255 own individual c d sy ic cipher pipe
Sgran Maximum of crypt stages is 8.

ZenMatrix
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EncryptFormSimple H

Main Compression Encoding Hash Serialize 7

Set Pipeline

() BCrypt ) MD5 () SCrypt )y Sha256

o OpenBSDCryp () Shal () shas12

Hash Pipe

St clyfery PCREIEREE bin to ascii

basebd,

b ‘-‘_ .“:‘ . r‘?_ b
: Y . uu,
& o
4 . * hexi6...

Choose binary to ASCIl encoding method here.
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ASCI| Text Encryption
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Enter your text to encryption in text area on left side or press Button Random Text.

EncryptFormSimple

Main Compression Encoding Hash Serialize 7

heinrich.elsigan@live.at

Set Pipeline

O BCrypt O MD5 O SCrypt O Sha256
O OpenBsDCryp () Shal () shas12

CT I

Files (drag files into)

()

[Input File]

B 223

6865696e726963682e656c736967616e406c6376652e6174

Des3;BlowFish;Fish2;5eed;XTea;Aria;RCE;Idea;

Symmetric cipher encry ption pipeline

» Encoding

Hash Pipe

bin to ascii
basesd,
uu,
e

hex16...

Random Text

Encrypt

Enter your text to encryption here or press Button Random Text. -
Then press Encrypt Button.
You will see in the panel on the right side the encrypted text =>

Clear Form

Then press Encrypt Button. You will see in text area on the right side the encrypted text =>

EncryptFormSimple

Main Hash  Serialize 7?7

Compression  Encoding

heinrich.elsigan@live.at

Set Pipeline

() BCrypt ) MD5 (O SCrypt ) Sha2se
O OpenBSDCryp () Shal () shas12

Files idrag files into)

Compresion

=

ile

[Input File]

68656968726963682e656¢ 73696761 6e406C6976652e51 74
ﬁ Des3: Blowrishiliho -S<e e ACE e

Symmetric cipher encryption pipeline
o

B > >

Hash Pipe

Encrypt Random Text

Enter your text to encryption here or press Button Random Text. -~
Then press Encrypt Button.
You will see in text area on the right side the encrypted text =

Then select the text in the text area on the right side =>
and press Ctrl-A Ctrl-C to copy all cipher text ==

Then select the text in the text area on the right side with Ctrl-A =>

05984poH0b3U
ndE/C5t702]86B9gvdh\VvibzOWEX 2y
4 AjpUeaFfB99NGnOPnKFERjOJtIULE 1 NWI
IMX)3MJ3kWeSZrXIRPVWUZZCVFZ
3IniXxytno0XlhgQdhQHpkIfn 8
DbCUcYxemGhdw
BLNGS:
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Press Ctrl-C to copy all cipher text in left text input area.
EncryptFormSimple

Main Compression Encoding Hash Senalize ?

heinrich.elsigan@live.at

Vienna, 5. November 2025

Set Pipeline

() BCrypt () MD5 ) SCrypt () Sha256

O OpenBSDCryp () Shal () shas12

6865696e726963682e6560C7369676162406C6976652e6174

Des3 BlowFish;Fish2;5eed;XTea;Aria;RCE;ldea;

Files (drag files inta)

Comaressian Symmetric cipher encryption pipeline
I

file
©

[Input File]

Hash Pipe

bin to ascii

Clear Form

Z+05984paHOb3U i Enter your text to encryption here or press Button Random Text. =
+xa2W3indE/C5t702]|86B3gvdhWvibzOWIX 2wNxyxgq 7 +x 30 )wB0 Then press Encrypt Button.
zoDOegtd AjpUeaFfB99NCnOpnKFEpjOtIUUET NWEBfMVB1 OFpW You will see in text area on the right side the encrypted text =2

++THWXRy40MX]3M]3kWeSZrXIRFVWUZZCVFZImBrM

+L7Pnrvs10] Then select the text in the text area on the right side =>
+cUSIimRI7wWT IniXxytnolXlhgOdhOHpklfn832d 2 KhEhw]litDWsY and press Ctrl-A Ctrl-C to copy all cipher text =

SWee u35sKsfeY2qkntg3S9wwsDbCUcYxcmGhdwwCDMPFvdS /tu
DXFNULXaIL7RO26yIt/ DINhpAQFUYYIKUNyIAMBLNCSC3rNkgxz8
CO9BB5+zTsOyouAXsioolyvYCu+asp)

Then insert all the copied text in the text area on the left side by pressing CTRL-A CTRL-V.

Now you can decrypt ASCIl encoded encryption of your crypted text.
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Encrypt binary file
Press CTRL-O or Menu Main Open to choose a file for encryption od decryption.

EncryptFormSimple
Main | Compression Encoding Hash Serialize 7

| Open Curl+0Q

Save Crrl+5

ce e nL ™ SCrvnt ¢
Be sure, that you set already the pipeline by Set Pipeline or Hash Pipe or manually add symmetric

cipher algorithms.

EncryptFormSimple

Main Compression Encoding Hash Serialize 7

heinrich.elsigan@live.at Set Pipeline

() BCrypt () MD5 () SCrypt () Sha256

Q OpenBSDCryp () Shal () shas12

hg.g 6865696e726963682e656C736967616e406c6976652e6174 Hash Pipe
Nome - Des3:BlowFish;Fish2;Seed;X Tea;Aria;RC6;Idea;
Eil i £l imEal
[Z Open File X
B
3 > o~ ~_ > ThisPC » H(H) » tmp » v O Search tmp =
Organise v New folder =~ o
> ) Music Mame Date modified
3 n Videos |@ Loge_Xybille_Stoa_2023.png 31.10.2025 03:3
> =1 heinrich.elsigan D Loge_Xybille_Stoa_2023.png.gz.Dbfskarlo 31.10.2025 03:3
@ 000Loge_Xyhille_Stoa_2023.png 21.10.2025 13:3
> [ ThisPC
D Logo_Xybille_Stoa_2023.png.DbfsXarl.uu 21.10.2025 13:3
» __ Libraries
- @ @Logo_Xybille_Stea_2023.png-.png 21.10.2025 13:2
> 8 Network [7] Loga_Xybille_Stoa_2023.png.DbfsXarl base64 21.10.2025 1%:2
v O Linu [#] TheseArelmagesOfDemocracy2,jpg 18.10.2025 18:3
» . Ubuntu-22.04 D TheseArelmagesOfDemocracyl.jpg.bz2 Dhfskarl o 18.10.2025 1&:3
5~y Alte Firefox-Daten [5] Whatsapp_Bild_2024-10-19 um 13.08.20_7145c681,jpg 18.10.2025 17:2
i -10- i 7.
> ™ OpenOffice 4115 (de) Installation Files [ WhatsApp Bild 2024-10-19 um 13.02.20_7145¢621.jpg..uu 18.10.2025 17:2
File name: | Logo_Xybille_Stoa_2023.png -
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EncryptFormsimple
Main  Compression Encoding Hash Serialize 7
heinrich.elsigan@live.at set Pipeline
() BCrypt ) MD5 () SCrypt () sha2s6
O OpenBSDCryp O Shal (O shasi2

Hash Pipe

Symmetric cipher encryption pipeine
‘You can drag'N'drop
also a file in 1}

panel here

¥ toa_2023.png

Encrypt Decrypt Random Text

bin to asdi
base4,

Clear Form

Then press Encrypt Button to encrypt the file. A save dialog opens to choose the save location for

encrypted file.

EncryptFormSimple

Main  Compression Hash Serialize 7

. heinrich.elsigan@live.at

Encoding

Set Pipeline

) BCrypt O MD5 ) sCrypt

ESGEI O Overs50cpO st

O Sha2s6
() Shas12

6865696e726963682e656C736967616e406C6976652e6174

Files (drag files into)

Compresion

Symmetric cipher encryption pi

Hash Pipe

ipeline

[3 Save File X
£ > v A T ThisPC s H(H) > tmp > N ¢) Searchtmp o
Organise « Mew folder = - o
~ [ This PC Name Date modifi

5 Ee Local Disk (C) @ Logo_Xybille_Stea_2023.png 31.10.2025 0
5 w= Local Disk (D) D Lego_Kybille_Stoa_2023.png.gz.DbfsXarl s 31.10.2025 0
@ 000Logo_Xybille_Stoa_2023.png 21,10.20251
5 = H(H) ‘
D Lego_kybille_Stoa_2023.png.Dbfskarl.uu 21.10.20251
> o Local Disk (5)
| B @Logo_Xybille_Stoa_2023.png-.png 21.10.2025 1
> == Local Disk (L) [ Logo_Xybille_Stoa_2023.png.DbfsXarl.base64 21.102025 1
> Libraries [%] TheseArelmagesOfDemocracy2jpg 18.10.2025 1
5 M Network
- File name: N .
Save as type: ~
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Main Compression Encoding Hash Seralize 7

Heinrich Elsigan

Theresianumgasse 6/28, 1040 Vienna, Austria
+43 650 7527928

heinrich.elsigan@gmail.com he@area23.at

ATU72804824

Vienna, 5. November 2025

heinrich.elsigan@live.at

Set Pipeline

() BCrypt ) MD5 () SCrypt () sha2s6
o OpenBsDCryp () Shal ) shasi2

toa_2023 png

Random Text

Decrypt

Do it vice versa to decrypt the encrypted file:
EncryptFormSimple

Main Compression Encoding Hash GSerialize 7

heinrich.elsigan@live.at

Logo_Xybille_Stoa_2023 png DbfsXarl base64

Hash Pipe

Clear Form

Set Pipeline

) BCrypt ) MD5 () SCrypt

DI o os<resocry O sha

() Sha256
() Shas12

Symmetric cipher encryption pipeline

Logo_Xybille_Stoa_2023 png.DbfsXarl.base64

Hash Pipe

st | X1

bin to ascii
baszesd,

Logo_Xybille_Stoa_2025.png

Clear Form
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Secure Chat

Secure Chat startup

First, when starting application, you have to enter some kind of nickname and a valid email address.

You can upload a picture, but it will not be transferred for now.

-1 *
Name Anonymous Tester v
Email anonymous.tester@area23.at
Mobile
Address
Picture

Click here to
upload Image

o® SecureChat

cqr chat view network chatcommands contacts options help

[enter secret key here] v| 6CDgbXFf

[Enter peer IPv4 /IPvE] E‘w_ [Select Contact]
[05:21:09] Registering contact: Anonymous Tester [05:21:09] Got Cuid: 39da472a-el107-4bl9-bcec-
<anonymous.tester@areal 3. at> dcd4281b3fbe9 for Anonymous Tester

<anonymous tester@areal? 3 at>
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After starting Secure Chat Windows Client, you must enter a shared secure key for all modes.

Unless you don’t enter at least 2 characters, you will asked again to enter a secure key.

o® SecureChat

cqr chat view network chatcommands contact

[enter secret key here] v|

[Enter peer IPv4 /IPv6] g_(.)_

secure key required X

enter secure symmetric key for en-/de-cryption

You must share that secure key with your partner via phone or email, so that they can secure chat
with you.

The 8x strong cipher pipeline will be created from the key and all stages of the pipeline encrypt a
symmetric cipher via that key.
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Secure Chat modes
Secure chat supports 2 modes.

peer-2-peer mode

In peer-2-peer mode, no connection to cqrxs.eu server is made and chat msg will be send peer to
peer between to chat clients. Each chat client opens a server socket on interface ifx:7777 to receive
messages. You can choose only 1 network interface, where chat application should listen and switch
between different interfaces

help

& compress BSfiles before Bsending f

Peer2Peer Chat Sever

B Easend only msecure BSfiles |
% e all chats, BSattachments on close . .

" only peer-2-peer chat

peer-2-peer mode
chat server session

By default, the network interface with connection to the internet is chosen,
if IPv6 is available with route to ::0 access to internet, IPv6 address will be selected by default.

chat commands contacts options help

friend ip's » IPv4 172.29.208.1 ]
proxies 4 IPv4 169.254.116.213 1
ip6 cqr  Ctrl+6 IPv4 169.254.3.120

IPv4 169.254.131.162
~ IPv4 10.0.0.245%

IPve 21

IPv4 127.0.0.1

IPv4 172.29.144.1

Grayed addresses don’t have a route to 0/0 or ::0 at the moment, you can choose them.
Loopback adapters aren’t grayed, you can choose them to chat via loopback with yourself. (echo lo).
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Then enter in IP-Address Box a valid over interface, you choosed before, reachable IP, where your

partner has also a secure chat app running.

¥ SecureChat

cqr chat view network chatcommands contacts opti
heinrich.elsigan@area23.at v| FlaDg5bC
10.0.0.252 -laQ

[05:21:09] Registering contact: Anonymous Tester [05:2
<anonymous_ tester@areal 3 at> dcd 2

<ano

1® SecureChat

cqr chat  view chat commands contacts options help

heinrich. e|5|gan@a_r| External Ip's

IPv4 172.29.208.1
IPv4 169.254.116
IPv4 169.254.3.120
IPv4 169.254.131.162
IPv4 10.0.0.245

IPvE 1

IPv4 127.0.0.1

1 IPv4 172.31.192.1
IPv4 172.29.144.1

friend ip's
proxies 3

[05-21-00] Registeri ip6 cqr  Ctrl+6

<anonymous tester@area 3 at>

v

IPv4 217.149.168.203

213 L

39dad472a-e107-4b19-bcec-
onymous Tester
areal 3 at-

When partner ip is connectable and a socket connection to partner IP port 7777 could be

established, then you will get a notification.

[05:26:52] Init: ::1 Anonymous Tester
<anonymous_tester@area2 3 at=

See more information at status label at bottom.

| Connection from :1:61927


https://maps.app.goo.gl/16WKwjFvbjkJAjb58
mailto:heinrich.elsigan@gmail.com
mailto:he@area23.at

Name: Heinrich Elsigan
Adresse: Theresianumgasse 6/28, 1040 Vienna, Austria
Telefon: +43 650 7527928

E-Mail: heinrich.elsigan@gmail.com he@area23.at

UID ATU72804824
Vienna, 5. November 2025

chat server session mode

In chat server session mode, secure chat app connects to this webservice on AWS in spain:
https://carxs.eu/cgrsrv/cqrid/CgrService.asmx

help

& compress BSfiles before Esendinc
l J .Feerzﬁeer Chat Stmer.

B Edsend only (secure Ffiles
%@ .e. all chats, FSattachments on close v .

v only peer-2-peer chat

peer-2-peer mode
v/ chat server session

Attachments

In chat server session mode, you must import contacts first, see section import contacts.

Peer-2-Peer mode will be disabled, if you choose this mode.
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chat server mode technical description

Communication is over webservice on https://cgrxs.eu

Storing encrypted chat messages inside an internal
AWS ElastiCache Memcached

Crist Qient

ElastiCache

EA |
y
e

Users

[

..........

https://valkey.io/commands/randomkey/

https://carxs.eu/carsrv/cqrid/CarService.asmx
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Import Contacts

Import Contacts from Google

Go to https://contacts.google.com/ and choose contacts label, that you will export or choose all.

~ & Google Contacts X 4+ - [m] X
€« cC R (z; 2 bl /653 2e bcB0ec3eSf6?hl =en @ Googlelens % ﬁ) @ :

03 profiles [ Tech [ trading [J jobs [3J private [J int-Media-Geopalit.. [ blog [J Supu % Gmail @ Maps @B YouTube [J logicdbiz [ CryptChat [ All Bookmarks

= ; Contacts Q  search ® @ EH @

—+ Create contact R -
lawyer-insurance-official )

o Name

& Contacts 157 Email Phone number Job title & company =

23

D Frequent ° ALBRECHT-BALIC

43223622390
(2 Other contacts ®

o Christian Magnet christian.magnet@generali.at +4369910298202
Fix & manage
f@ Finanzamt 3.4. Bezirk +4350233233
A Merge & fix
u Kanzlei Dr. Flatz office@rechtsanwalt-flatz.at +4314026467 Kanzlei Dr. Flatz
&, Import
[ Trash o Drjur. Margit Kaufmann +43140277240
Labels —+
B business-work a7
B dead death 3

. Export
Then clickon & export contacts.


https://maps.app.goo.gl/16WKwjFvbjkJAjb58
mailto:heinrich.elsigan@gmail.com
mailto:he@area23.at
https://contacts.google.com/

Name: Heinrich Elsigan
Adresse: Theresianumgasse 6/28, 1040 Vienna, Austria
Telefon: +43 650 7527928

E-Mail: heinrich.elsigan@gmail.com he@area23.at

UID ATU72804824
Vienna, 5. November 2025

Export contacts

lawyer-insurance-official (5) -

Export as

@ Google CSV

(:) CSV for Qutlook only

h contacts (1).csv

(:) vCard for Android or i0S
37.3 KB » Done

Cancel Export E contacts.vcf
47.7 KB » Done

You can choose either Google CSV or CSV for Outlook only or vCard for Android or 10S.


https://maps.app.goo.gl/16WKwjFvbjkJAjb58
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Theresianumgasse 6/28, 1040 Vienna, Austria

heinrich.elsigan@gmail.com he@area23.at

Name: Heinrich Elsigan
Adresse:
Telefon: +43 650 7527928
E-Mail:
UID ATU72804824

Vienna, 5. November 2025

When starting Secure Chat Winx86/x64 Client, choose menu S dimport contactsEegL\REH

o¥ SecureChat

chat commands options  help
me myself mine  Alt+M [

cqr chat view network

[enter secret key here]

> ‘

(] x

Peer2Peer Chiat Sever

add contact Alt+A
view contacts Alt+v

24

[Enter peer IPv4/IPvE]

[03-51-46] Registering contact: Henriette Nacisle

<nagisle@area?3 at> export contarts Alt+F

import contacts  Alt+l b3 1840-47ea-a7de—

tte Narisle <nagisle@area?3 at>
import contacts from address book |

Attachments

Drag'N'Drop Box

Send Attach
Secure Chat init done,

You can select between CSV (*.csv) and VCard (*.vcf) format. CSV (*.csv) is default selected.
| ¥ CgrChat: choose file X
|
|
| € v o k » Heinrich Elsigan » Downloads ~ &) Search Downloads 2
|

Organize » Mew folder =~ 0 o

> Ml Desktop MName Date modified Size Type
~ Today

> 5 Documents

A A
09/03/

N Documents @ contacts (1).csv

P
05y

I @ contacts.csv
» _J_r Downloads

~ Earlier this week
¥ Favorites

Microsoft Excel Comma Separa,

Microsoft Excel Comma Separa,

File name: |

VCard (*vef)
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Name: Heinrich Elsigan
Adresse: Theresianumgasse 6/28, 1040 Vienna, Austria
Telefon: +43 650 7527928
E-Mail: heinrich.elsigan@gmail.com he@area23.at
UID ATU72804824
Vienna, 5. November 2025
| a® CgrChat: choose file x
« v o i » Heinrich Elsigan > Downloads » e [} Search Downloads 2
Organize Mew folder =~ O 9
> Ml Desktop Name Date modified Size Type |
> = Documents e TOday
N Documents i34 contacts.ecf 09/03,/2025 03:47 48KE VCF File
| - Earlier this week
> i Downloads
temp 07/03,/2025 11:30 File folder
¥ Favorites
File name: | contacts.vcf v| vcard tven v

Only contacts, with existing E-Mail Address will be imported.

Contacts import finished

3 new contacts imported!
First: Matthias Wohlmann
<matthias.wohlmann@logicdbiz.com=

Last: Wolfgang Wagner
<Whaolfgang.Wagner@inhouse wko.at>

Pt
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Import Contacts from Outlook

. @ . Do
Open MS Outlook and click on <= then choose Export contacts in ~#

Name:
Adresse:
Telefon:

E-Mail:

uiD

Outlook £ Search
g = Home View Help
= coe New contact 77 Edit T Delete
)
~ heinrich.elsigan@live.at
= 2 D All contacts
77 Favorites
pen
#
; All contacts
. 3 Stick
o -
22 All contact lists 35 435504505857
'@ Deleted 3 Stick
35
. +436604695857
~ Categories
3 Stick
Galaxy A14 (Kontakte]
& ‘ <1 ! : 5 +436604695857
& Heinrich's A05s (contact...
3 Stick

Contacts will be exported to a csv file.

35
& Nokia G20 (contacts)

@ Pixel 3 (Kontakte) b2

+436604695857

Heinrich Elsigan

Theresianumgasse 6/28, 1040 Vienna, Austria

+43 650 7527928

heinrich.elsigan@gmail.com he@area23.at

ATU72804824

{5 Add to favorites

N

Create a file that you can import into other apps. |

By first n

Vienna, 5. November 2025

Manage contacts ~

2§ Manage contacts

Import contacts

Export contacts

& m=

Overview

Contact Files

Linkedin

Contact information

Mobile
@’ +436604695857

Categories

O Nokia G20 (contacts) X

Notes
Add your own notes here

2

Add category

After export import contacts as same as described in section Google before.

Viewing imported contacts

Click on menu contacts => view contacts or ALT-v

options  help

me myself mine Alt+M

add contact Alt+A
view contacts Alt+V
import contacts  Alt+l

lse7a_rA-n_akna_a,
export contacts view all added and imported contacts |
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Name: Heinrich Elsigan
Adresse: Theresianumgasse 6/28, 1040 Vienna, Austria
Telefon: +43 650 7527928

E-Mail: heinrich.elsigan@gmail.com he@area23.at

UID ATU72804824
Vienna, 5. November 2025

Controls on Secure Chat Winform

Description and usage of different controls on Windows Forms

@ SecureChat = (] X
qrchat view network chatcommands cont options  help @
a
|SecretKeyfieId ( ] ~ 6CDgbXFf room,25030909,zen,areazlat.jsonl @ Peer?Peer Chat Sever
v
[Enter peer IPv4 /IPvE] EQ_ |Warner Manfred Bachmayer <werner.bach@gmx.at> LE’
[10:43:43] hge <zen®area23 at> requests a new chatroom [10:43:46] Received ChatRoomNr:

room_25030909_zen_area? 3_art jsonfor werner bach@gmx art,

zen®area?3 at .

from server

Attachments

o)

Drag'N'Drop Box

® ®

Send Attach

thatRoomMr: room_2503080%_zen_area?3_at json for werner.bach@grmx.at, zen@

0. Menu see section Menu later

¥ SecureChat

_view network chatcommands contacts options help

open chats Ctrl4+0O
save chats  Ctrl+5

exit Alt+F4

[enter secret key here] w

1. Secure key Texbox
You and your chat partner must enter the same for symmetric 8-fime encryption

ppipeline.
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2.

Name:
Adresse:
Telefon:

E-Mail:

uiD

Heinrich Elsigan

Theresianumgasse 6/28, 1040 Vienna, Austria
+43 650 7527928

heinrich.elsigan@gmail.com he@area23.at

ATU72804824
Vienna, 5. November 2025

127.0.0.1

lms

IP-Address of your partner

that is reachable from your selected network interface. (example above with loopback ipv4)
Internal hash for symmetric cipher algorithms

pipe_with_8-time:different_cipher_algos v| gAEFfzbS! : ]

Ghost28147
AES AES Galois field
Castb

Blowfish (Bruce Schneier)
RC532

VMo N =T o >0m

3-Fish (Bruce Schneier on ThreeFish)
2-Fish (Bruce Schneier on TwoFish)
Zenmatrix (my own easy fast symmetric cipher algo)

ChatRoomNumber every member of your chat room session has to add.
When using Server Session Chat mode, every invited person has to add both Secure Key and

Chatroom Number.

Please remark, that cqrxs.eu don’t spams and you have to tell via phone call or SMS both
secret key and exactly spelled Chatroom number.
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https://en.wikipedia.org/wiki/Rijndael_MixColumns
https://www.schneier.com/academic/skein/threefish/
https://www.schneier.com/academic/twofish/
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