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Thanks to 

 
Normally, thanks to are always at the end of each paper,  

but the people or organizations I benefited from while trying to make AES strong again 

are more important than a simple proof of concept showing that it works, except on my 

raw experimental test form. 

https://www.bouncycastle.org/ 

https://www.schneier.com/ 

https://github.com/dotnet/ 

https://github.com/microsoft 

https://git.lysator.liu.se/nettle/nettle  (real easy to read c/c++ code) 

 

Source code of available at github.com 
 

source code of WinForm PermAgainCrypt is available at: 
https://github.com/heinrichelsigan/PermAgainCrypt 

isource code of secure chat is available at GitHub: 
https://github.com/heinrichelsigan/chat-ipv6 

 

WinForm PermAgainCrypt & Secure Chat Winx86/x64 client download 
Go to https://cqrxs.eu/download/ and choose latest version. 
Attention, version before March 2025 have a 3-fish over Aes-Engine encryption bug, because 3-fish 

uses AES default block size and key length and Bouncy Castle Aes-Engine parameters. It works, but 

settings AES default engine for 3-fish, isn’t so serious and please download version after March 30. 

 

Thanks with best greetings 

 

   (Heinrich Elsigan) 
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WinForm PermAgainCrypt 
PermAgainCrypt Windows Form encrypts or decrypts an ASCII text or binary file:
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Choose binary to ASCII encoding method here. 
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ASCII Text Encryption 
Enter your text to encryption in text area on left side or press Button Random Text. 

 
Then press Encrypt Button. You will see in text area on the right side the encrypted text => 

 
Then select the text in the text area on the right side with Ctrl-A  => 
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Press Ctrl-C to copy all cipher text in left text input area. 

 
Then insert all the copied text in the text area on the left side by pressing CTRL-A CTRL-V. 
Now you can decrypt ASCII encoded encryption of your crypted text. 
  

https://maps.app.goo.gl/16WKwjFvbjkJAjb58
mailto:heinrich.elsigan@gmail.com
mailto:he@area23.at


 

Name: Heinrich Elsigan 
Adresse: Theresianumgasse 6/28, 1040 Vienna, Austria 
Telefon: +43 650 7527928 
E-Mail: heinrich.elsigan@gmail.com he@area23.at   

                                                  
UID ATU72804824 

Vienna, 5. November 2025 

Encrypt binary file 

Press CTRL-O or Menu Main Open to choose a file for encryption od decryption.  

 
Be sure, that you set already the pipeline by Set Pipeline or Hash Pipe or manually add symmetric 
cipher algorithms. 
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Then press Encrypt Button to encrypt the file. A save dialog opens to choose the save location for 
encrypted file. 
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Do it vice versa to decrypt the encrypted file: 
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Secure Chat 
 

 Secure Chat startup 
 

First, when starting application, you have to enter some kind of nickname and a valid email address.  

You can upload a picture, but it will not be transferred for now. 
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After starting Secure Chat Windows Client, you must enter a shared secure key for all modes. 

Unless you don’t enter at least 2 characters, you will asked again to enter a secure key. 

 
 

You must share that secure key with your partner via phone or email, so that they can secure chat 

with you. 

The 8x strong cipher pipeline will be created from the key and all stages of the pipeline encrypt a 

symmetric cipher via that key. 
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Secure Chat modes 
Secure chat supports 2 modes.    

peer-2-peer mode 
 

In peer-2-peer mode, no connection to cqrxs.eu server is made and chat msg will be send peer to 

peer between to chat clients. Each chat client opens a server socket on interface ifx:7777 to receive 

messages. You can choose only 1 network interface, where chat application should listen and switch 

between different interfaces 

 
By default, the network interface with connection to the internet is chosen,  

if IPv6 is available with route to ::0 access to internet, IPv6 address will be selected by default. 

 
 

Grayed addresses don’t have a route to 0/0 or ::0 at the moment, you can choose them. 

Loopback adapters aren’t grayed, you can choose them to chat via loopback with yourself. (echo lo). 
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Then enter in IP-Address Box a valid over interface, you choosed before, reachable IP, where your 

partner has also a secure chat app running. 

 

 

When partner ip is connectable and a socket connection to partner IP port 7777 could be 

established, then you will get a notification. 

 

See more information at status label at bottom. 
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chat server session mode 
 

In chat server session mode, secure chat app connects to this webservice on AWS in spain:  

https://cqrxs.eu/cqrsrv/cqrjd/CqrService.asmx 

 

In chat server session mode, you must import contacts first, see section import contacts. 

Peer-2-Peer mode will be disabled, if you choose this mode. 
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chat server mode technical description  
 

Communication is over webservice on https://cqrxs.eu  

 
https://valkey.io/commands/randomkey/ 

https://cqrxs.eu/cqrsrv/cqrjd/CqrService.asmx  
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Import Contacts 

 

Import Contacts from Google 
 

Go to https://contacts.google.com/ and choose contacts label, that you will export or choose all. 

 

Then click on  export contacts.   
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You can choose either Google CSV or CSV for Outlook only or vCard for Android or IOS. 
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When starting Secure Chat Winx86/x64 Client, choose menu contacts => import contacts or ALT-i. 

 

You can select between CSV (*.csv) and VCard (*.vcf) format. CSV (*.csv) is default selected. 
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Only contacts, with existing E-Mail Address will be imported. 
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Import Contacts from Outlook 

Open MS Outlook and click on  then choose Export contacts in  

 

Contacts will be exported to a csv file. 

After export import contacts as same as described in section Google before. 

 

Viewing imported contacts 
 

Click on menu contacts => view contacts or ALT-v 
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Controls on Secure Chat Winform 
 

Description and usage of different controls on Windows Forms 

 
0. Menu see section Menu later 

 
 

1. Secure key Texbox  

You and your chat partner must enter the same secret key for symmetric 8-fime encryption 

ppipeline. 
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2. IP-Address of your partner  

that is reachable from your selected network interface. (example above with loopback ipv4) 

3. Internal hash for symmetric cipher algorithms 

 
g Ghost28147 

A AES  AES Galois field  

6 Cast6 

F 3-Fish (Bruce Schneier on ThreeFish) 

f 2-Fish  (Bruce Schneier on TwoFish) 

z  Zenmatrix (my own easy fast symmetric cipher algo) 

b Blowfish (Bruce Schneier) 

5 RC532 

 

 

4. ChatRoomNumber every member of your chat room session has to add.  

When using Server Session Chat mode, every invited person has to add both Secure Key and 

Chatroom Number. 

Please remark, that cqrxs.eu don’t spams and you have to tell via phone call or SMS both 

secret key and exactly spelled Chatroom number. 

5.  

 

https://maps.app.goo.gl/16WKwjFvbjkJAjb58
mailto:heinrich.elsigan@gmail.com
mailto:he@area23.at
https://en.wikipedia.org/wiki/Rijndael_MixColumns
https://www.schneier.com/academic/skein/threefish/
https://www.schneier.com/academic/twofish/

	Thanks to
	WinForm PermAgainCrypt & Secure Chat Winx86/x64 client download

	WinForm PermAgainCrypt
	ASCII Text Encryption
	Encrypt binary file

	Secure Chat
	Secure Chat startup
	Secure Chat modes
	peer-2-peer mode
	chat server session mode
	chat server mode technical description

	Import Contacts
	Import Contacts from Google
	Import Contacts from Outlook
	Viewing imported contacts

	Controls on Secure Chat Winform


		2025-11-05T00:34:58+0100
	Signature Box
	Heinrich Georg Elsigan
	Signature




